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Did you learn a lot about SAP, 
customising, implementation and keeping 
it running within your organisation? Are 
you conscious about the many risks and 
therefore still wondering where to start 
with you’re auditing activities? In this 
article we will give you a practical guide 
line to set up and start a cost-effective 
audit program.  
 
The guide line consists of four parts. In 
part one we explain the concepts of the 
business and SAP domain and their 
relationship. Understanding this concept 
will help the auditor to identify critical risks 
to focus on. 
In part two we introduce the elements for 
setting up an audit program. 
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J. (Jerry) E. Durant MSc and is certified as a CST, 
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Ministry of Defence of the Neterlands.  

Understanding these elements may help the 
audit organisation to define their requirements 
to set up an effective audit program for their 
specific situation. Part three of this article gives 
the reader a recommendation how to start audit 
activities effectively. In part four a real live 

example is described. The article ends with 
a summary. 
 
This article is written for audit managers and 
auditors with basic knowledge of SAP and 
who are interested in how to use SAP for 
their business audit programs. 
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Since a picture can tell us more than 
thousands words, we will explain to you 
the overview as depicted in the figure 1. 
Understanding the relationships as shown 
in this conceptual model improves 
decision making to set up and execute 
your SAP audit program. 
 
$OLJQPHQW�ZLWKLQ�WKH�%XVLQHVV�'RPDLQ�
 
To introduce SAP in your organisation 
successfully one has to establish a clear 
understanding of the business which will 
be supported by SAP. We will call this the 
Business Domain. In the Business 
Domain the policies of the organisation 
must be consistent regarding goals, 
objectives, defined organisational 
structure, business processes and the 
company’s strategic assets. Business 
process owners and the owner’s strategic 
assets should be defined. It is necessary 
that tasks and responsibilities are defined 
which are derived from a process of 
rethinking the business. In practice no 
single organisation has all above clearly 
defined since organisations are changing 
continuously due to the need of adapting 
its operations in ever increasing dynamic 
environments.  
 

7LS�IRU�WKH�DXGLWRU���
7KH�DXGLWRU�FDQ�KHOS�PDQDJHPHQW�WR�

LGHQWLI\�ULVNV�GXH�WR�LQFRQVLVWHQFLHV�ZLWKLQ�
WKH�%XVLQHVV�'RPDLQ��

�

When there is not enough alignment within the 
business domain the implementation of SAP 
and integrity of information when running SAP 
will be at risk per definition. 
 
$OLJQPHQW�ZLWKLQ�WKH�6$3�'RPDLQ�
 
SAP is an application which uses transactions 
to change data in tables which are stored in a 
database. To make SAP work customisation 
has to be done in a consistent way. SAP 
requires a defined organisational structure. 
Within and through this structure one has to 
define transactions and related tables to be 
customised. Furthermore one has to define 
roles, which can be clustered into groups, and 
user profiles. User profiles may consist out of a 
selection of roles and these roles could also be 
combined in a group. At the end groups can be 
addressed to a user profile.  The last important 
step is to define the right authorisations and 
authorisation levels.  
 

7LS�IRU�WKH�DXGLWRU���
7KH�DXGLWRU�FDQ�VXSSRUW�PDQDJHPHQW�WR�LGHQWLI\�

WKH�FULWLFDO�WUDQVDFWLRQV�DQG�HYDOXDWH�WKH�
GHILQHG�UROHV�DQG�JURXSV�DQG�XVHU�SURILOHV�

EDVHG�RQ�WKH�SULQFLSOHV�RI�VHSDUDWLRQ�RI�GXWLHV��
)XUWKHUPRUH�WKH�DXGLWRU�FDQ�ILQG�

LQFRQVLVWHQFLHV�LQ�DXWKRULVDWLRQV�DQG�
DXWKRULVDWLRQ�OHYHOV��

 
,QWHJUDWHG�5LVN�$QDO\VHV�
�
The conceptual model makes clear that the 
business domain and the SAP domain are 
related to each other. To set up an effective 
audit program one should consider the risks 
integrated from both domains.  
 

'LIIHUHQW�HQYLURQPHQWV�DQG�WUDQVSRUWV�
�
When changes appear in the Business 
Domain this will reflect in changes in de 
SAP Domain. To effective manage the 
change control different environments have 
to be defined and implemented. Therefore 
protocols changes are made in a separate 
development environment and than 
transported to a separate test & quality 
environment. After testing and quality 
control procedures the change is activated 
by transport to the production environment. 
�

7LS�IRU�WKH�DXGLWRU����
7KH�GLIIHUHQW�HQYLURQPHQWV�DQG�WUDQVSRUWV�
VKRXOG�EH�SDUW�RI�WKH�DXGLW�SURJUDP�VLQFH�
WKLV�DUHD�FRQWDLQV�ULVNV�WKDW�FRXOG�KD]DUG�
WKH�FRQVLVWHQFLHV�EHWZHHQ�GH�EXVLQHVV�

GRPDLQ�DQG�6$3�GRPDLQ��
 
 
3$57����+2:�72�6(7�83�<285�
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$XGLW�DSSURDFK�
 
The application SAP provides auditors 
useful information to support auditing the 
integrity and security of information 
management by SAP itself.  
Different reports and the highly ‘clickable’ 
screen architecture of SAP can be used to 
find inconsistencies. Nevertheless auditors 
have to rely upon their own experience and 
knowledge or consulting expertise to find 
the issues with the highest risks for the 
organisation. 
 
�
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/LQLQJ�XS�\RXU�IHOORZ�$XGLWRUV�
�
How do you line up your audit 
organisation (i.e. a corporate audit 
organization) to dive in to the SAP jungle? 
More important; how do you communicate 
with the management of your 
organisation? What you need is a 
complete audit program, a concept to 
manage the SAP opportunity successfully. 
In this section an audit management 
concept will be developed. In the last 
section you can find a method were to 
start, in the business, SAP or in both 
domains at once.  
 
As before we introduce an overview 
depicted in figure 2. Understanding the 
relationships as shown in this conceptual 
model helps the change management 
process in your audit organisation, the 
communication with management and 
decision making to set up and execute 
your SAP audit program. The concept 
consists of five major building blocks that 
cannot make a building by themselves. In 
other worlds this is an ongoing process 
where you need them all. The concept 
proves useful for managing the 
implementation of SAP as well as 
managing the live SAP system.   
 
5LVNV�,GHQWLILFDWLRQ�
 
The model starts with identification of 
risks. This part of the model can be used 
in many ways and with different 
instruments. Here you sit down think, 
brainstorm with your co-workers and last 
but not least communicate with the 

managers of the business. It all comes down to 
what kind of SAP system you have. Is the 
system only for financials, or are the core 
business processes also covered? You can 
start this building block by making an analysis 
of the core SAP processes and then filling in 
what can go wrong. Be sure to write them all 
down; don’t try to make a selection in priority 
yet.  

�
7LS�IRU�WKH�DXGLWRU��

<RX�FDQ�XVH�WKH�%XVLQHVV�,7�DOLJQPHQW�
PRGHO�IURP�0DHV��7KLV�PRGHO�JLYHV�IRFXV�
RQ�WKH�GLIIHUHQFH�LQ�VWUDWHJLF��WDFWLFDO�DQG�

WHFKQLFDO�ULVNV� 
 
�

)LJXUH���
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0DQDJLQJ�5LVN�EDVHG�$XGLW�QHHGV�DQG�
REMHFWLYHV�
 
In this step you start to cluster and 
breakdown, if necessary, the already 
identified risks in smaller pieces till you get 
neatly scoped main risks and sub risks. 
You are now set to prioritise the main risks 
with help from the sub risks. To do this the 
main risks should be split into a probability 
and damage factor. This step can, of 
course, be done with help from co-workers 
and managers, remember if they have 
something to say about this they are more 
motivated to support future audits. How 
you scale the chance and damage factor 
does not really matter, be sure though if 
you use figures to keep in mind that these 
kind of figures are no absolutes. This is 
just a tool to focus on what really matters. 
 

7LS�IRU�WKH�DXGLWRU��
$�SORW�RI�WKH�ULVNV�LV�DQ�H[FHOOHQW�WRRO�IRU�
FRPPXQLFDWLQJ�ZLWK�PDQDJHPHQW��$Q�

LQWHJUDWHG�RYHUYLHZ�LV�DQ�DVVHW�IRU�WKHP�
DQG�JLYHV�WKH�DXGLWRU�WKH�FKDQFH�WR�
GLVFXVV�WKRXJKWV�RQ�D�IRFXVVHG�ZD\�  

 
$XGLW�SODQV�DQG�3URMHFWV�
 
After communicating with business 
managers, audit managers and auditors 
and deciding what will be audited in the 
near future you can define audit needs on 
priority basis. Audit needs consist of an 
audit leader, goal, scope, capacity, time 
and target audience part. The needs are 
the starting point for audits. The needs 
can also be formulated as project plans or 
other forms you are comfortable with.   

 
7LS�IRU�WKH�DXGLWRU��

5LVN�DQG�QHHGV�WKDW�DUH�QRW�XWLOLVHG�LQ�WKH�QHDU�
IXWXUH�FDQ�EH�XVHG�VRPH�RWKHU�WLPH��$�WKRURXJK�

YLHZ�RQ�WKH�ULVN��DQG�DXGLW�XQLYHUVH�LV�YHU\�
XVHIXO�WR�VLJQDO�DQG�SUHGLFW�ULVNV�EHIRUH�WKH\�

KDSSHQ� 
�
3RUWIROLR�5HVXOWV�IRU�0DQDJHPHQW�
 
Now you have audited in the business you may 
be tired and think well that was that. Be sure to 
wake up, your new knowledge can get to work. 
On the basis of what you have seen and the 
information on the risks you have been getting 
you can adjust the initial probability and 
damage. This is very important because the 
more audits you do the better the probability 
and damage (the risks) reflect the real world 
and can be used to inform management on 
what is really happening. It is also possible that 
you get new insights and spot new risk or other 
risks to be dealt with. This information is input 
for the first building block. Thus adjusted risk 
can go directly in the plot on the right side of the 
model to be communicated. New insights or 
other risks go to the initial step and have to be 
clustered. The circle is now spinning! 
 

7LS�IRU�WKH�DXGLWRU��
<RX�FDQ�XVH�DO�NLQGV�RI�LQIRUPDWLRQ�WR�DGMXVW�WKH�
SULRULWLVDWLRQ�RI�WKH�ULVNV��7KLV�LV�YHU\�XVHIXO�LQ�
XQGHUVWDQGLQJ�WKH�EXVLQHVV�DQG�XQGHUVWDQGLQJ�

WKH�6$3�HQYLURQPHQW�� 
 
6HW�XS�DQG�PDLQWDLQ�DXGLW�JRDOV�	�VWUDWHJ\���
 
De last building block is not part of the circle but 
is actually the FURZEDU to keep the wheel from 
spinning down. To get your audit organisation 

up to speed with SAP and to inform them 
about your plans you need to write your 
idea’s down, make decisions, pinpoint 
dedicated people and manage al the 
information that flows in your organisation 
once you get started. For this you can 
formulate an overall plan where you can 
clarify the different building blocks. If your 
organisation is not experienced with SAP it 
is necessary that you formulate, as part of 
the overall plan, a knowledge and training 
plan to invite your auditors in the SAP world 
and to keep the incoming knowledge in your 
organisation. Don’t underestimate the 
change management that has to take place 
in your audit organisation before everybody 
really knows what SAP is all about. Even if 
you work at an organisation that is already 
comfortable with SAP it is useful to retain 
knowledge.  
 
 

7LS�IRU�WKH�DXGLWRU��
,I�\RXU�DXGLW�RUJDQLVDWLRQ�LV�QRW�UHDG\�IRU�

6$3�\HW�DQG�WKH�WDQNHU�LV�FRPLQJ�UHDO�VRRQ�
\RX�FDQ�LQVWDOO�D�SURMHFW�WHDP�WR�JHW�VWDUWHG��

7KLV�SURMHFW�WHDP�VKRXOG�FRQVWLWXWH�RI�
DXGLWRUV�IURP�GLIIHUHQW�EUDQFKHV�RI�\RXU�

RUJDQLVDWLRQ��5HPHPEHU�WKLV�LV�D�SURFHVV�RI�
FKDQJH�DQG�\RX�FDQ�UHGXFH�XQFHUWDLQW\�LI�
\RX�LQYLWH�WKHP�WR�EH�D�SDUW�RI�WKH�IXWXUH�  

 
 

�
�
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3UHSDUH�\RXUVHOI 
�
As stipulated in part one of this article the 
business domain relies upon the quality of 
how SAP is being defined, used and 
maintained. This is the reason why SAP 
BUSINESS audits should be executed to 
audit your business properly. The SAP 
BUSINESS audit isn’t particularly unique 
from doing a regular audit, except that 
there is a new device (the SAP 
application) that must be contended with.  
Auditing of a business within a SAP 
environment, is an exercise in evaluating 
the configuration (BASIS) and 
implementation of the SAP application, 
therefore we call this the SAP BASIS 
audit.  We are not auditing SAP; rather we 
are auditing how the product has been 
deployed.  Because of the enormous 
complexity of the application it is essential 
that proper training be received, a work 
plan is set about, and that expert oversight 
is employed.  These are essential, and 
without these fundamental elements the 
likelihood of success is marginal.  How to 
manage these essentials is explained in 
section two.  
With the introduction of the SAP Business 
and SAP basis audit type we refine the 
audit approach from section two further. 
Last, if you look at the picture in section 
one you also see the logic in separating 
these two audits types.  
 
�

8QGHUVWDQG�6$3�DXGLW�EHQHILWV 
 
The use of SAP (or for that matter any ERP 
application) is a tremendous opportunity to take 
manual elements (roles, authorities, workflow, 
policies and practices) and embody them into 
an automated framework, thus creating a forced 
automated compliance.  This term, “forced 
automated compliance”, is scary for some and 
often gets equated with inflexibility.  In fact, it 
provides a base for controlled flexibility, rather 
than simply looking at what it manages.  
Likewise, automated implementation (roles, 
authorities, workflow, policies and practices) of 
manual elements creates an opportunity for 
historical audit trails of changes, compliance 
variation management, and establishing an 
active repository for these items.  This affords 
management a significantly greater level of 
comfort about control of the enterprise wide 
application environment.  An item worth 
mentioning is that the process of manual to 
automated implementation of these elements 
has many positive benefits such as forcing us to 
revisit our control structure, examining role 
separation, more formal understanding and 
negotiation of cross organisational relationship, 
and whether change needs to be put into play 
(and by whom). 
 
6WDUW�ZLWK�DXGLWLQJ�6$3�%$6,6�
 
A couple of reasons why we start with auditing 
SAP BASIS is that the deployment 
structure/method has a profound effect on the 
entire environment and therefore the business.  
The BASIS audit also forces one to look at SAP 
administrative authorities and to question why a 
person is allowed to have a certain level of 
privilege.  At least initially, these authorities are 

necessary to simply configure and 
implement the system, thus reason by 
necessity.  But once the application is live 
and operational, even at a basic 
fundamental level, the privileges need to be 
reduced and separated (segregation of 
duties) and defined in alignment with the 
business policies. Starting with SAP BASIS 
allows the auditor to acquire an additional 
level of understanding SAP and its 
implementation. This understanding can be 
used the scope the audit universe as 
explained in section two.   The SAP BASIS 
audit is further a possibility for the auditor to 
acquire a rudimentary understanding from 
the configuration of SAP if, for whatever 
reason, the auditor has not been a part of 
the implementation of the SAP system. 
�
9DOXH�RQ�WKH�HGXFDWLRQ�DFTXLUHG�WKURXJK�
WKH�%$6,6�DXGLW���
 
Using current business function audit 
programs, i.e. financial, operational, legal, 
we can with the knowledge from SAP 
BASIS employ (use) SAP to carry out the 
SAP BUSINESS audit in an efficient and 
effective way. 
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([DPSOH�� LI� DQ� DXGLW� SURJUDP� FDOOV� IRU� D�
UHYLHZ� RI� RXWVWDQGLQJ� SXUFKDVH� RUGHUV��
WKH� DXGLWRUV� ZRXOG� JR� LQWR� WKH�
SURFXUHPHQW� PRGXOH� DQG� VHOHFW� D� UHSRUW�
WKDW� VKRZV� WKHP� D� OLVW� RI� RXWVWDQGLQJ�
SXUFKDVH�RUGHUV���7KH\�FRXOG�DOVR�XVH�WKH�
$XGLW� ,QIRUPDWLRQ� 6\VWHP� �$,6� �� 6(&5��
SRUWLRQ�RI�6$3�WR�FRQGXFW�WKH�VDPH�VRUW�RI�
H[WUDFWLRQ�� � 2U�� WKH\� FRXOG� ORRN� WR� WKH�
WDEOH�V�� LQYROYLQJ�SXUFKDVH�RUGHUV��FORVHG�
SXUFKDVH� RUGHUV�� DQG� H[WUDFW� D� VHW� RI�
SXUFKDVH�RUGHUV�WKDW�DUH�VWLOO�RSHQ���7KUHH�
PHWKRGV�� DOO� KDYLQJ� WKH� VDPH� UHVXOW�� EXW�
HDFK� RI� ZKLFK� ZRXOG� EH� XQNQRZQ� XQOHVV�
WKH\� KDYH� WUDLQLQJ� DQG� KDQGV� RQ�
H[SHULHQFH� �WKXV� WKH� UHDVRQ� ZK\� %$6,6�
H[DPLQDWLRQ�ILUVW�����
 
A by-product of the SAP Business Audit is 
knowledge about the SAP environment. 
With more information available about the 
required functionalities and performance 
of SAP to support the business we can do 
the 2nd round of doing the BASIS audit. A 
question which all auditors and audit 
management must ask is whether the 
SAP Audits (BASIS and Business Audits) 
should be done on a continuous basis or 
cyclical.  
 
It is self-evident that as the application is 
utilised more and more that it will be 
examined, in a variety of different ways, 
on a continual basis.  The only question 
that remains would be the frequency of 
the BASIS examination.  One method of 
staying on top of this area is through the 
connection with the change management 
process.  This will help audit management 
to stay informed about the quality of the 

SAP configuration and the alignment with the 
business. In section two we explained how to 
manage al the information regarding audits and 
how to communicate this with the operational 
managers in the business. 
�
5($/�(;$03/(��6$3�%$6,6�$8',7�
 
$VVLJQPHQW�
The audit project was requested by the Chief 
Financial Officer (business owner) 
 
$XGLW�QHHGV�
Audit Objective - SOX compliance with respect 
to separation of duties and transactional access 
risk remediation. The audit need out of the 
business domain requests for an SAP BASIS 
audit in the SAP Domain. 
 
$XGLW�REMHFW�
Client had been a SAP installation site for about 
five years.  A number of administrators had 
been involved, each having their own methods 
of implementing roles and profiles.  BASIS 
Administrator was also the Database 
Administrator, and changes were allowed to be 
made directly into production and not via the 
appropriate method of Development to Test/QA 
then final transport into Production. 
 
$XGLW�$SSURDFK�
The project involved a complete review of 
transaction level authority for approximately 175 
users.  Once a base of transactional 
remediation was established a method was 
employed to remove their authority without 
disturbing those who still were allowed role level 
access to those transactions.  Since this was a 
time critical project the team did not have the 
opportunity to create new roles (rather copies 

and removal was performed).  The project 
took approximately 700 hours and involved 
175 users and 49 base roles (involving 
critical transactions), with 1060 user/role 
combinations and 5403 transaction/role 
relationships. 
 
Obviously there were a number of issues 
that effected the time required ranging from 
the period of neglect, extent of change, 
connection dependability, and even basis 
access.  Of the 700 hours that 60 hours was 
efficiency losses as a result of these 
matters. 
 
2XWFRPH�
Significant control risk reduction.  In addition 
the impact of inconsistent SAP 
administration had resulted in various 
methods of role construction, and profile 
administration.  The task was made more 
difficult because composite roles (a single 
role made up of multiple individual roles) 
and inconsistent generation of role profiles 
(some were not generated which created a 
gap when looking at transaction to role 
relationships).  The  
later, role profile generation, while still 
allowing transaction level authorities created 
a material weakness in the audit trail of 
transaction to role relationship evidence. 
Despite these issues the outcome was 
positive and will allow the organization to 
establish a long term plan for support of the 
SAP environment and to make appropriate 
control improvements.   
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&RQFOXVLRQV�
The example illustrate several things: 
 
a) ERP (enterprise resource planning) 
systems like SAP needs to be consistently 
maintained,  
 
b) The relationship of business process to 
system implementation is important, c) 
The process of doing an SAP BASIS 
examination provides an opportunity for 
global understanding of the business as 
well as the technology (some interesting 
things also get discovered outside of the 
scope of the examination), and d) SAP 
sustainment relies on understanding the 
status of the ERP (in this case the initial 
set up of authorities within  SAP). 
�
�
3$57����6800$5<�
�
In part one we explained the 
characteristics of aligning the business 
domain with the SAP domain with 
adequate change control. These three 
major audit objects may be broken into 
smaller audit objects but it is important to 
recognise the overall picture for setting up 
an affective audit program. 
 
In part two we described the elements to 
consider for setting up your effective audit 
program. We stressed that an audit 
program should be based on the five 
mayor elements of risk identification, 
identifying audit need and objectives, 

managing audit plans & projects and 
communicate the results & evaluate new 
insights. All of these elements are aligned with 
the fifth and central element: your audit goals 
and strategy. 
 
In part three a recommendation is given where 
to start your audit activities. We advice to start 
auditing the initial configuration of SAP (SAP 
BASIS), since the quality of the configuration of 
SAP defines the quality of your business 
transactions with SAP and therefore influences 
directly the quality of your business. 
 
We hope that this article has started up or 
enforced your insights and approaches for your 
audit program.  
 
 
&RQWDFW�LQIR�
 
Please send us your feedback and mail us at:  
 
info@defence-industry.net 
www.defence-industry.net 
 
CERTELLUSLLC@earthlink.net 
http://certellus.tripod.com 
 
 
 


